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Abstract

Agents are independent pieces of software capable of
acting autonomoudly in response to input from their
environment. A multi-agent system is a system
composed of numerous agents. Besides, it can be used
to solve problems which are difficult for an individual
agent to solve. With the growth of Internet and
distributed computing, more and more web applications
employed agent based applications. Security is an
important issue for the widespread development of
application based on software agent. When users were
simply accessing information on a network, simple
passwords were wusually sufficient to protect
information. However, the increasingly distributed
computing environment are often operated by multiple
parties and password-cracking programs are available
that can break typical passwords in a short period of
time. Conseguently, the need for stronger levels of
authentication has become critical. This paper
describes agents that used Keyed-Hash Message
Authentication Code (HMAC) to authenticate valid user
to ensure proper access and control of the web based
online examination agent.

1. Introduction

authentication, an attacker can personate anyode an
can gain access to the resources maintained tggtret
based web application. A Message AuthenticationeCod
(MAC) is basically a message digest with an assedia
key. It produces a short value based on its inpia d
and the key. In theory, someone with the same key c
produce the same MAC from the same input data.

This paper presents the agent based online
examination system ,which is designed to give thielg
way of assessing the approximate level of a stiglent
knowledge of English grammar and usage. The
remainder of this paper organized as follows. We
describe about agents and web application in se&io
In section 3, authentication is presented. KeyedhHa
Message Authentication (HMAC) is proposed in sectio
3. Proposed system is stated in section 4.Conclusio
given in section 5 and references are given inseét

2. Related work

In the recent progress, agent technology has
been applied in many interesting web-based services
like decision support systems and virtual learning
environment, Internet applications. Many security
mechanisms and technologies have been developed for

Recent development in Web Technologies andénhancing the security of user authentication. The
using Al techniques to support efforts in making th author Xi-Yang has researched one-time password

web more intelligent and provide higher-level seesi

based remote authentication dial-in user service

to its users leads to the agent based intelligeztt w (RADIUS) authentication in a generic security seevi

application.

Multi agent system is one composed ofapplication programming interface (GSS-APIThe

multiple interacting software components known as focus of this research is to investigate the usens-

agents, which are typically capable of cooperating

time password and RADIUS authentication as a

solve problems that are beyond the abilities of anyprotection facility for a GSS-API mechanism [6].

individual member.

These include access control services

communication security services. Access controliser

Two classes of services are

crucially needed for a secure Internet infrastrectu
andsystem in distributed system [5]. Security for rault

Woo T. Y. C., and S.S. Lampointed out
mechanism and implementation for authentication

agent system based on various cryptographic altgosit

protects Internet resources from unauthorized useWwas presented in [1]. It focuses on message sedarit

whereas communication

security service ensuresagent.
confidentiality and integrity of data transmittedeo the
network, in addition to nonrepudiation of serviteshe
communication entities. An important prerequisite f
access control is user authentication, the protess
establishes the identity of a user. In the contéxthe

The authors Somchart Fugkeaw, Piyawit
Manpanpanich, and Sekpon Juntapremijitt have
proposed the public key infrastructure (PKI) based
authentication scheme and the multi-agent techrfigue
authentication approaches to support multi-clieints

Internet, we assume authentication is handled ly th using a multi-application environment for contnodi
communication security services. Without proper access role to client [3].
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Append the data streaiext to the 64 byte
string resulting from step (2)

Authentication is the process to identify and 4. Apply H to the stream generated in step (3)

3. Authentication

assure the genuine, authorized user in the system. 5. XOR (bitwise exclusive OR) the 64 byte string

other words, authentication is the great challeage computed in step (1) witbpad

extremely important in most network applicationfieT 6. Append the H result from step (4) to the 64
authentication methods have been categorized freo t byte string resulting from step (5).

followings. 7. Apply H to the stream generated in step (6) and
User name/ Password authentication: Usernames and output the result.

passwords are the most common form of authentitatio The recommended length of the key is at least
in use today for its simplicity. bits. A longer key does not add significantly tce th

Key-filebased authentication: Instead of using security of the function, although it may be adbisaif
passwords, a system can authenticate by usingmedry the randomness of the key is considered weak.
“key-file”, which normally has far larger data sitean HMAC uses the hash function H as a black
typical password, thus more secure. For examplé] SS box. No modifications to the code for H are reqgite
(Secured Shell) client can connect and login to theimplement HMAC. This makes it easy to use library
server by using key file instead of a passwordthia code for H and, also makes it easy to replace a
case, a user cannot |Ogin by password, and mqsam'e particular hash fUnCtion, such as MD5, with anqther
a valid key file for the authentication. such as SHA, should the need to arise.

Biometrics authentication: Password is handy for

authentication, but is actually a very weak method

because anyone who knows the password can login to 3.2 M essage Digest 5 (M D5)

system. In case the system needs to recognize a

particular person, we should use some forms of

biometrics authentication like Fingerprint, Handnpa o —

geometry, etc. 512 bytes) 512 bytes)
In the proposed system, in order to avoid the | |

weakness in username/password based authentication,
HMAC mechanism has been applied to be the strong usitoa, Y

" Digest Digest
. . | (4 32-bit words) (4 32-bit words)
and secure authentication system. ] Black = Block =
| All;);:;%?‘st:m E All;);tl)%?:l:m

3.1 Keyed-Hash Message Authentication Figure: 1 M D5 block-chained digest algorithm.
Code (HMAC)

ad

MDS5 is an extensively used cryptographic hash
HMAC is a method of ensuring that a messagefunction with a 128-bit hash value. A MD5 hash is
was generated by someone with access to a shareyPically expressed as a 32 digital hexadecimallyem
secret. HMAC makes use of some sort of one-wayMD5 algorithm takes input message of arbitrary thng
hashing function (like MD5 or SHA-1) to encrypt the and generates 128-bit long output hash. MD5 hash

secret a|ong with a message. algorithm consists of 5 steps.
Let H be the hash function. For simplicity of * Append Padding Bits
description we may assuntéto be MD5 or SHA-H * Append Length
takes inputs of any length and produces I-bit oufor * Initialize MD Buffer
=128 for MD5 and 160 for SHA-1). Lefext denote » Process Message in 16-Word Blocks
the data to which MAC function is to be applied adeid * Output
K be the message authentication secret key shared by MD5 is a block-chained digest algorithm,

the two parties. It should not be larger than 6e®ythe  computed over the data in phases of 512-byte blocks
size of a hashing block, and, if shorter, zeros areorganized as little-endian 32-bit words (Figure The
appended to bring its length to exactly 64 byte&AQV  first block is processed with an initial seed, tgsg in

used to further different 64 byte strings ipad apdd. a digest that becomes the seed for the next bltien
ipad = the byte 0x36 repeated 64 times the last block is computed, its digest is the dif@sthe
opad = the byte Ox5C repeated 64 times entire stream. This chained seeding prohibits feral
The function HMAC takes the kd¢ andText processing of the blocks [2].
and produces HMA((Text) = Each 512-byte block is digested in 4 phases.
H(K @ opad, H(K @ ipad, Text)) Each phase consists of 16 basic steps, for a @bt
Namely, basic steps. Each step updates one word of a 4-word
1. Append zeros to the end of the K to create a 64accumulated digest, using the entire intermediajest
byte string as well as block data and constants.

2. XOR (bitwise exclusive-OR) the 64 byte string
computed in step (1) wittpad



4. Proposed System

The proposed system is composed of four
agents named collector agent, provider agent, da&éab

agent and rank maker agent. Collector agent islteat @ @

the students' information and communicate with the

proper agent to go on the process based on the user || cew ,h Chestgusrentorno) 7
requirements. Provider agent generates HMAC for remserotor | [
authenticated student access and provides questimhs Ream s s L | hebond
necessary information for the students. Rank maker 0 —

HMAC i nrg, password)

agent evaluates the students' marks and ranks the MTRW"%'HW‘CO
suitable level for the student. Database agent bman
asked by other agents whenever they want to talteeal [ Succesilegite message
transactions with the server database. 3

Saving Request()

{Save(sﬁudem data,HMAC private key)

HMAC=Keyed-Has;h Message Authentication
i Code !

Figure: 3 Registration Process of the system
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Figure: 2 Proposed system

4.1 Registration Process ‘ ‘
HMAC=Keyed-Hash Message Authentication Code
Every student, who is not the member of the
system, has to register first. Registration procéshe
system requires you to provide the information sash
user name, password, NRC, father name etc. After th
form is submitted, the server first verifies tha user is Once the registration is complete, the user has

unique and then the system creates a HMAC byig |og in using the user id and password givenhat t

digesting user's unique information (user name,time of registration\When the user is logged into the
password and NRC). The resulting HMAC value is gystem, the system performs the authentication as
stored in the database. The system does not stere t ¢q)|ows.

password in the database .Moreover, if the user tid ¢ first retrieves NRC from the stored databasetfiat
exam many times within a month, they can guess | qq

answers and their actual English level is diffidoitbe | ; .1aates HMAC hash value on user data (user name,

detelrm||ned. ISO’ t.he syjtem record_z thekt.|mestr;':1rt‘r|[eof password and NRC) and the resulting hash value is
users last log in order to avoid taking the exam (. ::o server along with user name.

repetitively during one mor)th. .Registration process The system checks the corresponding HMAC hash
the system takes as shown in Figure 3. value for that user. If the HMAC value from theecit

Figure: 4 Login Process of the system



and HMAC value from the database is identical, the functions (e.g. HMAC-MD5) have least execution time
system still checks the user's last log in timeptéaon  than others. Execution time was measured in seconds
meet the system's time constraint as we mentionedor each algorithm based on the presence and absénc
above. If the timestamp is okay, user is allowed to I/O (input, output) file sizes.
take the exam ancan enroll the class via online.

Log in process of the system performs as
shown in Figure 4.

o

3]
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4.3 Database Design of the System

Execution Time(sec)
w

There are five tables used in the proposed
system. They are student, result, timetable, coargk
question tables. Student table is used to recardest & ¥ ¢ ;
information such as student name, login name dte. T & & &
most important fields in the student table are hmdc
privatekey and NRC which are used for authenticatio Figure: 6 Analysis of execution time for JCE encryption
process. Last login field in the student used tiol ioe without File /O for three different input file sizes
date and time when user last logged in. Resuletabl
used to store the final level of the student. Tabé is Table: 1 Results of Execution time for JCE Encryption
used to hold timetable information for each cowasd with 1/0 and without 1/0 for three different input sizes.
course table presents the course information likese
name and duration of such courses. Question table i

o = N
|
L |
—
L |
—
N
-
-
|
=
|
=
|
n
5§83
5 o

used to store questions for every level. JCE With /0 Without 0
algorithms
5Mb 20Mb 40Mb  5Mb 20Mb  40Mb
DES 1705 7174 11673 0.761 2964 5902
AES 1539 4.200 7.771 0.764 1215 2326
ETET Blow Fish 1.185 2854 7.404 0.391 1.362 2,680
RC2 1325 4877 8946 0544 2060  4.126
RC4 1025 3288 6.509  0.177 0648  1.299
Hmac-MD5  0.731 2.320 3905  0.107 0367 0734
R Hmac-SHA1 ~ 0.731 2,320 3905  0.107 0367 0734
USERNAME VARCHAR(Z0)
HMACTETVASGHAR30) B 5
R T ) : RSA(1024) 10.966 10.511
LESTLOGIN VARCHARLLO) ¥ s . RSA(2048) 11.353 11.008
PHONENOVARCHAR(S) | e 00
EVAL VARCHAR(2C /
— —
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The security of the agent in Web environment
is one of the most important issues to protect appr
access to the system. Cryptographic algorithm cbeld
used in conjunction with agent technology to imgrov
the security level of the multi agent system. lis th
paper, the online examination of rating Englishllski
that used keyed-hash message authentication code

Figure: 5 Database design (HMAC) for clients' authenticity has been discussiti
in all, this kind of system could be said secured
authentication system that saves user's cost amel ti
4.4 Analysis because of the independence of classroom, time and
place.

Figure 6 shows the execution times for various
cryptographic algorithms in JCE package. The chartg, References
shows that HMAC-MD5 is the faster than all other
cryptographic algorithms, and it is well suited ft"e  [1]Faith Tekbacak, "Developing a security mechanifm
online agent authentication system. The bar witiova software agent", Master Thesis, Izmir InstituteTethnology,
colors showed the message size and execution time f July 2006.
the algorithm base on their input size is preseirtate
left hand size. In Table 1, the execution time g t [2] Rivest, R., “The MDS5 Message-Digest Algorithm,” &F
algorithms are in accordance to the fact that strea 1321, MITLCS and RSA Data Security, Inc., April 1992
ciphers (e.g. RC4 algorithm) execute faster tharckol

ciphers (e.g. DES algorithm) and cryptographic hash[3]Somchart Fugkeaw, Piyawit Manpanpanich, and 8ekp

Juntapremjitt "Multi-Application Authentication bad on
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